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Key Points

Framework / Executive Support

Leverage organisation-wide excellence

Creating procedures and plans matching needs and
environment

Theory in action

Balance between responsive decision making and
predetermined plans




Hewitt — A Global Company

Hewitt is one of the world's leading HR
consulting and outsourcing companies. Our
mission is both simple and ambitious—
making the world a better place to work.

For nearly 70 years Hewitt have been
providing innovative solutions that take into
account the unique needs of each client.

Currently more than 23,000 employees are

serving clients in more than 30 countries with

a clear focus on delivering excellent
customer service and measurable business
results.

KEY FACTS

Achieved global revenue of approximately $3.2
billion in fiscal 2008.

Clients include nearly two-thirds of the
FORTUNE 500®.

Became a member of the S&P MidCap 400 Index
in 20009.

Processes nearly 117 million HR transactions for
clients yearly.

Recognized as one of America's Most Admired
Companies (FORTUNE, 2009, 2008, 2007, 2006,
2005, 2004).

Ranked by Business Insurance Magazine as the
world's fourth-largest employee benefits
consulting firm in 2008.

Named as the top end-to-end outsourcing
provider (Workforce Management, 2007).
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Global location profile

North America Europe Asia-Pacific
Canada Austria Australia
United States of America Belgium China
_ _ Bulgaria (Alliance Member) India

Latin America Channel Islands
Argentina Cyprus Japan
Brazil Czech Republic Korea
Mexico France Malaysia
Puerto Rico germany New Zealand

reece e

Africa Hungary Phlllppmes
Mauritius Ireland Singapore
Morocco (Alliance Member) ltaly South East Asia
South Africa (Alliance Member) Netherlands Thailand

Norway

Middle East Poland
Israel (Alliance Member) Russia
Turkey (Alliance Member) Slovenia (Alliance Member)

United Arab Emerates Spain
Sweden
Switzerland

Ukraine (Alliance Member)
United Kingdom
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Hewitt — Global Security Policy 8 Framework / Executive Support

2—A Message From Russ Fradin, Chief Executive Officer

Hewitt has a commitment ta high ethical standards—a commitment that has long been an impaortant part of

our history and culture. Preserving these standards has never been more impartant than in today's
competitive and rapidly changing business climate.

Aoeoywe conhinne to deote onr hneitness weleorme new asenciates and evnand ooy serces armnnd the weo el

3—A Message From Brian Ivie, Chief Security Officer

Hewitt's ability to deliver our services is dependent on our ability to secure and protect our clients’ data, our
physical assets, and our workforce. Hewitt has always viewed infarmation security and privacy as
fundamental to successfully operating our business and effectively delivering services to our clients. WWe are
committed to fulfilling this respansibility every day by integrating comprehensive infarmation security,
privacy, carporate/physical security and safety, and business continuity processes, toals, and training into

Hewitt's infrastructure.
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Hewitt — Regional Implementation

In Europe we have approximately 3200 Global Policy / Structures
associates operating in more than 15

countries.

Regional Amendments

The UK has approximately 2/3 of the Hewitt
European associates.
Location Plans

Global Emergency Operations Centre (> Leveraging Organization'Wide exce”ence

Regional / Location Business Management Teams

B Creating procedures and plans matching
needs and environment

Business Continuity / Disaster Recovery Plans

Hewitt




BC In Action — a case study

The Explosion - 6am on Sunday 11th December 2005

Hewitt




BC In Action — a case study The Site

500+ employees

100+ Clients

500,000 Client members

Services provided

27 Client Benefits Centres and Pension Helplines

— Flex
— Pensions Administration
— Multi Process HRO
— Opening Hours 8:00am — 6:30pm

Client Application Development

IT Operations

- ‘ Hewitt



BC In Action — a case study Initial Response

UK Wide Emergency Response Plan

First 3-4 hours of an incident
Emergency Response Team (ERT) — Senior Management
Contact lists for key staff

Global Support from Helpdesk, Senior Managers & extended Business
Continuity Team

Cascade calls/pages sent at 8:30am for initial call at 9am to assess disruption

No access to building
No ETA on when this might change
Client SLAs to meet for Benefits Centres from 8am next day

IT systems available

Hewitt




BC In Action — a case study Decisions

Disaster Declared — Invoked Business Continuity Plan
IT Disaster Recovery Plans invoked for critical systems

Relocate Benefits Centres to London

St Albans too close with traffic limitations — ‘Plan A’ not viable

Relocate globally supported workload to North America

Balance between responsive decision making and predetermined plans

(ﬂ - (‘ J\- Hewitt




BC In Action — a case study Immediate Actions

Recovery of Benefits Centres
Build workstations in London office
Non-geographic Telephone numbers diverted to London
Command Centre set up in London
Communication
Landlord & Emergency Services
Cascade to ALL Hemel Hempstead based staff
Senior Management briefings
Service Delivery Managers contact Clients

PR Officer

Key staff identified and contacted to travel to London to support recovered
Benefits Centres

-—‘ & _\ Hewitt



BC In Action — a case study Ready for Business

All Helplines open at 8am

Approx 60 staff accommodated in London office

No impact to Client services, all SLAs met

Prioritise workload for the day

Key deliverables to meet SLAs

Critical Project work

Prioritise activities for remainder of week
Enhance the recovery position
Continue to service Clients

Work with Landlord to establish return to normal

l - ‘L‘ £ﬁ - (‘ \ Hewitt




BC In Action — a case study

Monday 12t December
Communication; staff, Business Managers, Clients
Replacement IT hardware shipped to site
IT system recovery commenced

Recovered 60 Workstations in St Albans

Tuesday 13th December
Communication; staff, Business Managers, Clients
IT system recovery continued
Recovered 40 Workspaces in Epsom

70% Associates
Implemented shift system in St Albans +100% capacity \/\Ior\(\ﬂg‘-

In recovery mode for rest of week — no Client impact
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BC In Action — a case study

Restricted access available on Monday 19t December
Independent Structural Survey completed
Health & Safety Audit conducted
Some repair work carried out over the weekend
Phased return to office
Monday 19%: 70 staff
— Police escort through safety cordon
Tuesday 20%: Full Capacity
— Non-geographic numbers reinstated overnight
— All Associates contacted to return to Hemel Hempstead office
Normal operation resumed

No Client interruption




BC In Action — a case study

Responding to an Incident
UK-wide Emergency Response Plan
Location Business Continuity Plan
Department Business Continuity Plans
IT Disaster Recovery Plans
Communicating with staff
Freephone Hewitt Emergency Information Line
Incident Website — external URL
Cascade via telephone and emall
Communicating with Clients

Coordinated by Service Delivery Managers

Hewitt
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Business Continuity Management in a
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Agenda

*BCM Ownership

BCM Management over Hewitt Org

«Stakeholders in BCM

*Business Continuity Plan and BC CM Database

*Business Continuity Plan for site

*BCP Map: Europe (UK&Mainland locations)

*Applications hosted/delivering analysis

*BCP Map: Business processes flowing between Europe/US and India
*Business Continuity Tiers — Sites Standards and categorisation
*Security Risk Management and Incident reporting

sIncident Management matrix

*Business Security Champions Network

Annual Training and Testing Plan




BCM Ownership

Business Continuity transferred
from SRM responsibility

SRM Representative as partner

To the Busi and BCM suipport to the Business
resp
'
Security Ri!! S!curity Risk
Auditor Consultant

—b
»

usiness’
Change

Agent
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BCM Management over Hewitt Org

Core Planning Team/Business Management Team (CPT/BMT)

Should be comprised of senior leaders managers and practice-specific experts from key service
areas and each LOB in a given location

Emergency Response and Operation (ERT)

Should be comprised of representative from Operations, Information Systems, Real Estate, Voice
Communication, Media Relations, Human Resources,

Damage Assessment Team (DAT)

This team has a highly specialized role to play, particularly in the first few hours of an incident,
and is typically made up of associates aligned with Real Estate/Security

Personnel/Communication Mgmt Team (PCMT)

Should be comprised of senior level leaders and managers for decision support and authority

Hewitt




Stakeholders in BCM

stakeholders

Hewitt BCM stakeholders
typically are;

«Clients

*Project managers

eLocation Leaders

*Global Technology Management
«Site Services

Employees

*Regional Managers

*Vendors

eetC
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Business Continuity Plan and BC CM Database

il Business Continuity Reference - Lotus Notes
Bz Edt ‘Aew  Creabe  Acbons  Help

| BAPH B [F- QR (TS DOGE M B

| o) Waokspacs ] ‘et Jacek, Tuburek: - Inbox xl % Buginesz Conlinuky Relerence

Home

About This Datahase

DECRED

All By Date Modified

LEBBOE Y

Confinuity Reference

Are you looking for information? Try these links:

= |pformation about the Glebal Emengency Operations Center
can be found through this doc link: IJ_'t

w MNavigating this Database

Reference
By Sechan & Ch X e e
Ey |:;|i,uun L Lommunications The Business Confinuity Reference
Ey Contert O wnar fay 2009 database is the ceniral repository far
Hinbenam:e » Source posling regarding H1M1 Influenza & 01 Business Continuity (BC) subject
Diraft ® Huricane Asarenass Information: O matter; including genseral BC
e Infarmation and FAG'S, client ready
Group Schedule Information pre SEI‘EEI[IEIH 5, @5 well a5 Hewdtt
Calersdar ® [o you need information to provide to your cliemt?® “”S".‘e*ﬁ continulty plans erg:nn.
By Eegin Date & Time Check out the Knowledge Base: location, segment andior practice

The Business Continuity nome page
headlines current lopics of inlerest

Subscription ® |nforrnat nl.'u about Hewi‘lﬁ‘s Pnn_1le.|t||__i!-!: Management Strateqy and BC iniliatives undenway at Hewill.
T i Ea" be found ""'“”.UI_" lh'f‘_ doc link To view the contents of this database,
2 nk 1o Hewilt Location Site Profiles: [0 select Reference | By Section &
Irheiface Oplicrs: Chiapter in the navigation panel an the
O Additional Questions? l=ft side of your screen.
Hd",m If you have questions aboul the Business Continuity and Crisis Management
Section & Chapte: Program at Hewdlt, please send an email to the Business Continunity Maillox: Ifyou have 3 question, would like fo
Giaup Scheduls miake a sughestion of provide
Ennle!r-u e If you have questions about the Global Emergency Operations Center, please send Teedback, simply send an emall
Special Fomats an email to the GEOC Mailbox addressed 10 the Business Contlmuity
Access Management Iaillo,
Document Locking
Adminishation Log
Subscriptions By Hama Business Continuity Stafistics
Resztriched Documeants

* Cobalky, B0% of 50 mid to large sized
comganies hayve experenced an
unplanned interruption of operalions
Iasting betwesn 1 bo 24 hours
[Bource: Vertas, 2003
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Business Continuity Plan for site

e Edit Mew Create  fAchons Text Table Help

o [

BAPDED R:| |G~ - @R A | | pefarSans et v |14

BT prEmi==-;

I RS- 7553

& Wotkspace | 5 Jacek Tyburek - linbox 3¢ ﬁ Buzreess Continuity Reference ‘?Dkrakow - Haome Page

an Seclion & Chaple @ Impait Special Famat 9 Help

The information on this database is inlended to agzistin responsa to an incidant

Business Continuity Planning

Section

Location Information
Site Profile &

Funciional Recovery

Kr.%&’ow Location Business Continuity Home Page

Business Resumption

Domain Plans B

Business Conlinvity Reguirements
+ QA

+ Technology Frofile

+ ital Records

* Recovary Stratogies

Resumpiion Plans

= Activalion Flan

+ fhdobilization and Communication

= Process/Funchan Action Plan

Location Contact Information |

Busipass Confinuity Taam Contact information
Core Planning Team (CFT)

Busziness Management Team (BhT)

Emergency Fesponse Team (ERT)

Damage Assessmeant Team(DAT)

Farzonnal Communcation Management Team(PCMT)

LYBUESY YYSEEw

Business Resumption Technical Information

Crifical Applications by Funclional Araa

® Anplications needs for each funclonal area in locetion
® | an Drive Requirements

Alternale Work Area Reguirements o
* Aszociates needing laptops

® |mventory of Laptops, Blackbemies, and Cell Phones

Emergency Exiernal Confacls Work Area Recoverny o ]
® Building Management’ Local Emergency Agencies ® Sungard location
Vendors
®  Criticalvendors and seraces provided to the locaton
Tracking
Fraiming and Awaranass &
Exorcicas B
Maintenance
- i
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To protect Business against Domino effect

Defining key factors:

*Dependencies (apps, projects)
sIndependencies (apps, projects)
*RTO

*RPO "
*Key resources

Critical processes

P-/ “‘ ~ Hewitt



Dependencies/independencies; Applications hosted/dellverlng anaIyS|s
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Business Continuity Tiers — Sites Standards and categorisation

BC Planning Description Test Exercises Planned
Level
Level 1: To be considered complete to Level 1 standards, the following «Call Tree Test

« Required in all locations
regardless of size.

must be complete:

- Initial Information Gathering Form

- Contact Information complete/maintained and current

- Some Training and Awareness must have been completed

- Some level of exercising the plan must have been completed

* Hewitt Emergency Communication Tool /
SMS Notification Software Testing (after
implementation)

eTable Top Exercise

*Emergency Evacuation Exercise

Level 2:

« Required in all locations with
between 11 and 40 associates
and/or

To be considered complete to Level 2 standards, the following
must be complete:

- Everything noted in Level 1 and,

- Project Charter and Scope complete

- BIA Questionnaire complete

- Emergency Preparedness Plan complete

- Some level of exercising the plan must have been completed

*Call Tree Test

* Hewitt Emergency Communication Tool /
SMS Notification Software Testing (after
implementation)

eTable Top Exercise

Emergency Evacuation Exercise




Business Continuity Tiers - Sites Standards and categorisation

BC Planning | Description Test Exercises Planned
Level
Level 3: To be considered complete to Level 3 standards, the following must be | <Call Tree Exercise

« Required in all
locations with between
40 and 250 associates
and/or

¢ Where critical
services are being
provided

complete:

- Everything noted in Level 1 and Level 2 and,

- Recovery Strategies and Supporting Analysis Template complete

- Recovery Strategy and Requirements Summary Template complete
- Business Resumption Plan Template complete

- Some level of exercising the plan must have been completed

*Hewitt Emergency Communication Tool / SMS
Notification Software Testing (after
implementation)

*Table Top & Structured Walkthrough
Exercises

*Emergency Evacuation / Mock Disaster
Exercises

*Simulation Exercises

Level 4:

*Required in all
locations with greater
than 250 associates
and/or

*Where critical
services/processes are
being provided (call
center, payroll, data
center)

To be considered complete to Level 4 standards a Disaster Recovery
Plan must be complete.

In addition, the following must be complete:

- Everything noted in Level 1, Level 2, Level 3 and,

- Risk Assessment and Mitigation Summary Template complete
- Technology SPoF Assessment Template complete

- Technology Recovery Template complete

- Some level of exercising the plan must have been completed

*Call Tree Exercise

* Hewitt Emergency Communication Tool /
SMS Notification Software Testing (after
implementation)

*Table Top & Structured Walkthrough
Exercises

*Emergency Evacuation / Mock Disaster
Exercises

*Simulation / DR Exercises




Security Risk Management and Incident reporting
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Brimary lssue | [ K|

& .

e

¥ ‘- Copgright & 2000.2003 BhicsPoint, Inc. Al Rights Reservad,
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Incident Management matrix

4

Global Systems Operation Centre
Assess and Assign

Event Send back to
Tracking NO sy GSC for
Ticket? resolution
YES
YES IT Incident? NO
A 4 v
‘ Call out European IT Incident Manager ‘ :} Call out European SRM Duty Officer ‘

‘ Initial Assessment ‘ Initial Assessment

‘ Send Comms to Business ‘ @ Call Regional
+ ' YESH Security
YES n
Escalate Officer

‘ Call out IT Technical Teams ‘
NO|

Briefing room call

—H Assess the incident / impact ‘

AGENDA
- Confirm associate impact (casualties)
- Confirm location impact
- Assess operational priorities
- Assign recovery actions
NO - Communicate plans to associates
- Client & Supplier communications

Call out Business responders
Send Comms to Business

Resolved?
Resolved?

YES YES

Business
Required?

NO ‘ Resolve through IT fixes } <

| FYIComms to business




Business Security Champions Network

The BC Champion is responsible for
implementing European policies, driving
initiatives and leading incident response
as part of the BC programme within the
office. They will ensure out of hours cover
Is available to respond to an incident and
manage the escalation of issues on a local
basis. The BC Champion will also manage
the BC Core Planning Team to deliver BC
Plans for the location, including
development and maintenance of BC
Teams, contact details lists, Business
Impact Analysis (BIA’s), testing and
training. The BC Champion are require to
report monthly on BC progress to the
EMEA BC Manager and participate in
regular EMEA BC Status Calls.

S
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Annual Training and Testing Plan

Annual training plan includes various types of BC/DR trainings like;

 Hewitt Emergency Communication Tool — call three tests

« Scenario Based Training

 Decision Making exercise ( dedicated to Senior Management)
» DR tests

« BC trainings tailored to projects, business lines, locations

Hewitt




Notification Application Exercise

Europe
— Validated International Hewitt Emergency Communication Tool process

— Achieved a 50% call response from reachable numbers within 20 minutes of
call notification

Americas

— Achieved a 75% call response from reachable numbers within 20 minutes of
call notification

Asia Pacific

— Validated International Hewitt Emergency Communication Tool process

— Achieved 40% call response from reachable numbers within 20 minutes of call
notification




BC plan /]
measure
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DR/Work Area Recovery and DR testing

Hewitt as company
depend on IT
technology is require
to organize DR sites to
ensure continuing
operation and service
delivery to the clients.

Annual DR test for locations and key project

Hewitt
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Associates Education tool — BC College In HU Campus..... Under
construction ....

) Hewiltt University - Microsoft Internet Explorer Jg

Fil=  Edt  View Favartes Tosls  Help | i
Qe - @~ [x] [2] (0| rrenes @] L W -] 3

address [E] https:/jaiclbo hewit. comfportalisteihul = s [k
) weltome, Jecek Tyburek | Logou =5 »

‘Welcome to Hewitt Uinnmrsity Caraer Devalopment Academny

Career Development Academy lews

Cai eei Developmeant Academy Tojics

&l 0[5 18 Trusted sites
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Control Navigation; how we are testing/auditing BCM

Security Self Assessments —including BCM issues
SRM consist SRM IT Audit department+ PQA Specialist
BC Questionnaires addressed to BC Champions
Clients Security (including BCM) audits

DR tests

BS 25999 gap assessment

Hewitt




To protect the confidential and proprietary information included in this material, it may not be disclosed or
provided to any third parties without the prior written consent of Hewitt Associates (Europe) Limited.

Hewitt Associates (Europe) Limited does not accept or assume any responsibility for any consequences
arising from any person, other than the intended recipient, using or relying on this material.

Copyright © 2009 Hewitt Associates (Europe) Limited. All rights reserved.
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